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Factorization of Behavioral Integrity
We develop a bisimulation-based nonintereference property that describes the allowed dependencies between
communication behaviors of different integrity levels. The property is able to capture all possible combinations of integrity
levels for the “presence” and “content” of actual communications. Channels of low presence integrity and high content
integrity can be used to model the effect of Message Authentication Codes or the consequence of Denial of Service
Attacks. In case the distinction between “presence” and “content” is deliberately blurred, the noninterference property
specialises to a classical process-algebraic property (called SBNDC). A compositionality result is given to facilitate a
structural approach to the analysis of concurrent systems.
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